HMIS Agency Monthly Computer/ Network Security Status Report

Agency Name: ________________________

Date: _________________

Equipment Procedure

· Each computer has been checked for physical security (locked office/if cubicle, screen facing away from doorway during entry)

· Username accounts and passwords stored in locked cabinet.

· Firewall protection in place and working.

· Microsoft definition updates run when prompted by Microsoft.

· Virus scan software run daily.  

· Live definitions updated daily to keep virus definitions current.

· Backup each computer connected to the MSHMIS Project.

Media Procedure

· Printed versions of confidential data not copied or left unattended and open to unauthorized access.

· MSHMIS information in hardcopy format disposed of properly (shredded finely enough to ensure that the information is unrecoverable)
· MSHMIS client level data saved on diskette deleted before disposal.
· MSHMIS client level data from the hard drive of any machine deleted before transfer or disposal of property.
Security Procedure

· All potential violations of any security protocols investigated and reported to Lead Agency System Administrator.

I certify that the above security checks have been performed and that our computers are in compliance with MSHMIS privacy standards.  

_______________________________________________________________________________

Agency HMIS Agency Administrator




Date 
TO BE RETURNEDAT MONTHLY END USER MEETING
